SUMMARY This paper discusses the core ambient sensor network (ASN) technologies in view of their support for global connectivity. First, we enumerate ASN services and use cases and then discuss the underlying core technologies, in particular, the importance of the RESTful approach for ensuring global accessibility to sensors and actuators. We also discuss several profile-handling technologies for context-aware services. Finally, we envisage the ASN trends, including our current work for cognitive behavior therapy (CBT) in mental healthcare. We strongly believe that ASN services will become widely available in the real world and an integral part of daily life and society in the near future.
Introduction
Ambient sensor network (ASN) technology has attracted much attention as a next generation communication infrastructure. It is sometimes referred to as the internet of things (IoT) and machine to machine communication (M2M). In an ASN, a variety of services are offered via sensors and actuators connected to a network. The underlying technologies that support ASN are not recent developments; they have been around for years, with some having originated from ubiquitous networking R&D activities in Japan. In this paper, we overview these technologies and look at the future directions of ASN.
History of ASN Technologies
ASN has its roots in the concept of ubiquitous computing proposed by Mark Wiser [1] , who stated that all computing nodes will eventually fade into the background and unobtrusively support our daily life. At that time, the concept was merely a vision; however, it is now coming to fruition because powerful computer technology has become sufficiently miniaturized to facilitate devices such as smartphones, sensors, and wearables, which are connected to networks, and thus are able to communicate with each other. Consequently, the paradigm is becoming real. Furthermore, sensed data are being collected in the cloud and analyzed to generate new knowledge.
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† † The author is with ATR, Kyoto-fu, 619-0288 Japan. a) E-mail: mohashi@fukuoka-u.ac.jp DOI: 10.1587/transcom.E98.B.1733 the activities of users and society in order to increase the productivity of industries and individuals, and lower the cost of various services; thereby, contributing to the entire society. For example, typical target ASN services include mitigating disasters and monitoring children. These activities normally require considerable human resources when they are carried out without ICT. However, with ASN support for such services, significant portions of the associated tasks may be conducted without human resources, which can then be diverted for use in other endeavors. This can help to facilitate a sustainable society to increase productivity and value creativity per person, thereby offsetting the twin problems of declining birth rate and aging population currently facing Japanese society. Further, ASN can also help in the management and control of energy via smart grids, which is very important for maintaining sustainability.
During the past quarter century, communication technologies -in particular, the Internet and wireless technology -have shown remarkable progress, resulting in standard and/or de-facto approaches. Many communication technologies have been installed and made widely available to the market in the form of chipsets. This signifies that the communication technology itself has become a tool for achieving an objective and not the objective itself. We are convinced that ASN is an excellent vehicle for the communications industry to offer various ambient services that utilize ICT.
ASN has long been regarded as a future target for researchers. Recently, however, ASN has gradually come to be considered as also promising for businesses and industries. For Small and Medium Enterprises (SMEs), this is an opportunity to release unique services and sensor products, as well as opportunities for manufacturers to provide communications/sensor chipsets in volume.
There are minor differences between the terms "ASN," "M2M," and "IoT." However, since they are often used interchangeably according to the context, in this paper, we do not make any specific distinction between them.
ASN Services and Use Cases
Examples of ASN services can be found in the service scenarios in the oneM2M use case collection Similar services are also listed in ITU recommendations [3] . The objectives of these services are to improve the efficiency of social systems (including energy management), to enhance human health and wellbeing (improve the quality of human life), and to reduce overall cost. The issue that has to be considered is of course whether the services deserve the investment. In recent times, the following factors have served to accelerate the deployment of ASN systems: 1) Advent of low cost sensor devices
In the past, sensor nodes had to be developed from scratch when they were needed. Some sensor nodes were commercially available but were not widely used. Recently, however, open sensor nodes such as Arduino [4] and Raspberry Pi [5] have become widely available in the market at such a low cost that it is now relatively easy to acquire sensor data from the environment, send them to a sink node through a wireless connection, and collect and analyze them in cloud storage. Because these sensor nodes have an open architecture, it is possible to connect various sensors/actuators via simple programming. Wireless/Ethernet communication modules for them are also available. Although such modules do not possess much processing capability, they are attractive when applied in a horizontal environment.
(N.B.: We use "horizontal" to refer to a device being applied across various systems. If a device is designed only for a dedicated system, we regard the usage as "vertical" usage).
2) Cost effective broadband access network 3) Large-scale data collection through cloud storage Storage capacities have increased tremendously. If the total size of the data being dealt with is less than one terabyte, then a locally installed hard disk will suffice. However, in the case of an ASN system in which larger data will be collected by widely distributed sensors, a cloud storage system will support data collection in a scalable manner. Collected data may be visualized in the cloud to intuitively grasp general trends or a cloud service can send an alert if the data indicate anomalies. One example of such a service is Xively [6] . It is said that Xively now supports over 200 million devices for 17 million users.
ASN core Technologies

ASN Processing Flow
The conceptual processing flow of ASN is shown in Fig. 1 . First, the state of the environment is measured by sensors, and then sensed data are collected in a storage unit via a data sink. The stored data are then analyzed and the "Context" determined based on the results. Then, if necessary, provision of service or contents is decided and they are provided to users or environments. As a part of services, actuators may also be triggered.
As a high level mechanism, ASN flow is simple and various kinds of sensor devices, sensor nodes, and communication tools are used, depending on the service requirements and service scenario. In this case, it is advantageous to utilize an open architecture in which components (i.e., various sensors and actuators) are loosely and adaptively connected to each other and allow flexible behaviors based on a service scenario rather than a monolithic closed system.
RESTful Approach
In view of this principle, when one considers a new ASN service in which systems (proprietary or open) are connected in an open manner, then without doubt, use of the internet protocol suite has to be considered, particularly on the network and transport layers, i.e., the use of IPv4/v6 and TCP/UDP.
At the higher layers, utilization of the "RESTful" approach is very important for flexible interconnection of sensors/actuators in ASN systems. The term "RESTful" is based on REST (representational state transfer), which is an architectural style for a distributed system like the World Wide Web [7] . Recently, RESTful approach has been deployed widely in API designs on the Internet for information exchange. In RESTful approach, an object is treated as a resource and identified by a uniform resource locator (URL) and is adaptively manipulated by HTTP methods. This concept does not confine its application to only resources on the Web but also allows its application to sensors and actuators in the real world [8] . For example, one can get a value from a sensor by sending an HTTP GET method to a corresponding URL, or one can control an actuator by sending a next transition state to it with an HTTP PUT method. A service to control the actuator depending on the value of the sensor can be realized by integrating these resources and methods (see A in Fig. 2 ). Expanding the RESTful approach to real objects has not been dealt with on the Web; however, it gives flexible accessibility that we believe is a best practice for ASN.
In our group, the RESTful approach was firstly applied in the national ubiquitous R&D project Ubila (2003) (2004) (2005) (2006) (2007) (2008) [9] under the name CASTANET [10] , and became one of the core technical concepts of the subsequent national project called CUBIQ (2008) (2009) (2010) [11] . Those projects dealt with virtually all aspects of ubiquitous networking and ubiquitous computing. Because the primary concept phrase at that time was "Connection anytime, anywhere, with anyone and to everything," there was a strong request by the government to fulfil that concept with sophisticated technical achievements. This requirement was in fact not easy to satisfy because the number of organizations participating in CUBIQ was high and each body already had their own architecture and preferred communication technology. Getting one solid architecture appeared virtually impossible. In order to resolve these gaps between participating bodies, RESTful approach was selected and field experiments conducted.
Because the sensors and actuators used in ASN often have low computing and communications capabilities, use of HTTP over a TCP connection may be a burden for such devices. Recently, a lightweight protocol called the constrained application protocol (CoAP) was released by the IETF [12] specifically to support ASN. The protocol itself is simpler than HTTP and operates over UDP; thus, the communication load is expected to be light.
In HTTP and CoAP, a client sends a request to a server first to get or update data. Suppose that a sensor (or the proxy of a sensor) has server capabilities and a client requests some sensor data, this model is suitable for a sensor that always provides measured data when requested. In contrast, if a client requests conditional data, for example, a request with some trigger conditions (like notify if the temperature increases above 40 degrees), then the client normally has to wait until such a condition is met and the data is provided from a sensor. In this case, Comet [13] , [14] can be utilized to facilitate the long polling required. Alternatively, one may utilize a Publish/Subscribe type protocol. This type of protocol is designed to provide published information to subscribers whenever information is generated from a publisher. It is suitable also for ASN systems in which information about many sensors (Publishers) is delivered to many subscribers. Message queuing telemetry transport (MQTT)
[15] is a representative Publish/Subscribe protocol and is also utilized in oneM2M [16] .
Handling Resources in Multiple Domains
Every sensor and actuator must be clearly identified within a system; hence, a unique identification scheme is mandatory. A number of identification schemes are currently used to identify objects in ICT systems of multiple domains. For example, IMEI is used for mobile phones, ICCID for SIM, and EPC and several other codes for RFID. In every system, an entity is uniquely identified within a defined system. The issue is the question of how to identify an entity outside the system or how to interwork identity schemes between systems., The identification and addressing scheme being discussed in oneM2M [17] is one in which not only sensor nodes but also service and/or application entities also need identifiers for interworking purposes.
In view of the use of the RESTful approach discussed above, in order to make all identification schemes in multiple domains globally unique and interoperable, identification schemes should be mapped to URLs or be described as states of resources with URLs. For example, in the case of interworking of a closed local system with the Internet, a broker would take care of the mapping between identifications and URL and HTTP requests received at the broker would be translated into local commands to the target objects. In this way, we can treat sensor nodes in a sensor network as resources, although they are not able to understand HTTP by themselves (see B in Fig. 2 ). On the other hand, in Twilio, phone calls are treated as resources and a new phone call can be made by using HTTP POST method with a state including caller's and callee's phone numbers to the corresponding URL [18] (see C in Fig. 2) . By integrating any resources in multiple domains mapped to URLs, we can create various services.
Context Information Collection and Dissemination
In ASN, measured data are collected and decisions made or some actuation carried out based on analysis of the measurement results. If the decision logic is simple, the methodology is straightforward. For example, in the case of a flood monitoring system, a flood detection sensor constantly measures the water level and, if the level exceeds the limit, the monitoring system sends an alarm. Because this is a closed system, the measurement unit is known in advance, so it is sufficient for the monitoring server to assess the situation by just receiving measured data.
However, the situation becomes very complex in ASN systems; particularly, in systems related to human activities.
Services that use such ASN systems are called "contextaware services." For example, when a person is coming back home from work, if the temperature in the home exceeds a certain limit (which may vary depending on the season), then a home management system may turn on the air conditioning system at an appropriate time prior to his/her return. In such a case, the system must know the state that he/she is in on his/her way back home. Such information is called "context." An agreeable definition of context was given by Day [19] . If context is well recognized and understood by a system, then the system will be able to comprehend the meaning of the user's behavior or the intention of a target user; thus, better services may be provided. With this sense, the way in which the context is described is crucial, but no standardized format has been specified to date.
We have been proposing a personal profile aggregator that manages collection and dissemination of personal context as a context handling platform [20] . The proposed platform manages user generated context information sent from a user. Such information is fundamentally a life log of a user that includes location, visit history, purchase history, and other such information (Fig. 3) .
Currently, such information on the activity of a user is typically collected piecemeal by application providers or over the tops (OTTs), depending on the device provided. For example, activity information may be collected by a wearable healthcare sensor provider, while his/her visit information is collected by a GPS based location based service (LBS) provider. In contrast, the proposed aggregator is managed by one profile manager -who administers all aspects of personal profile management. Without passing the personal profile directly to an application provider, the profile aggregator delivers the necessary and sufficient profile information to a requested party in accordance with a personal information provisioning policy set forth by the user whenever personal information is requested. Now that var- ious pieces of personal information is directly sent to a service provider via smartphones with or without the notice of the user, we believe that this would be beneficial for a user to protect his/her privacy while giving a good opportunity to utilize personal information and enjoy context-aware services by providing adequate quality and quantity of personal information to service providers [21] .
Semantic notation appears to be a reasonable approach for describing personal context, because all the semantics of a personal profile can be globally recognized. R&D implementation of a life log system using a mobile feature phone was achieved in 2005 under the name "Keitai de Lifelog." Figure 4 shows an example of the expression of a user life log in which all profile information is described using the resource description framework (RDF) scheme [22] . In RDF, a sentence comprises triples, specifically, Subject, Predicate, and Object. In this figure, the user's activities are described using the triplets. Each life log event is identified by a record (life:Lifelog) and the system can recognize the category of the user's activity by referring a predicate, i.e., who (foaf:maker), when (dcterms:created), where (life:go), interest to what (life:interest), with whom (life:with), etc. For example, Lifelog type resource life:10001 is linked to a resource user:123 with a predicate foaf:maker. This means that life log record life:10001 is made by user:123, called "Alice." This example only shows the life log record of an individual, however, the scheme is not limited to a life log. It can also be used to describe the context of general situations.
Collected data are stored in a semantic database and retrieved using RDF query language (SPARQL). The resource description stated above is analyzed by SPARQL and all resources can be searched and retrieved with one query.
Recently, linked open data (LOD) entered the scene and is actively being discussed, with use of its semantics being regarded as a promising express method for open data. The government is now keen to make their own data open. If a piece of data can be described using RDF, then it is possible to construct a scheme like the proposed life log scheme. For example, if person's visit to a place is found in semantic open data with RDF, then this record can be linked to his/her visit record (life:go).
The next challenge is how to make use of such life log records and how to provide better services and applications. This is discussed in the next subsection.
Flexible Service Provisioning and Control
As described in Sect. 3, ASN covers a wide variety of services. Therefore, a flexible service creation and control mechanism is essential for ASN. For this purpose, it is appropriate to make use of existing small real or virtual services and invoke them whenever necessary using service controlling functions. We call such an approach an "horizontal approach."
There are a number of such web services available on the Internet. For example, IFTTT [23] and Zapier [24] provide a comprehensive user interface for defining a trigger condition and its action. Other examples include Pipes [25] and Plagger. These are called feed aggregators and normally use RSS feeds for input and generate appropriate outputs such as RSS feeds, contents, e-mails, and tweets. Applying such tools to ASN appears to be straightforward if the context information described above can apply to them.
Trends in the Evolution of ASN
In this section, we describe several trends in the evolution of ASN.
Making Use of Big Data
ASN sometimes generates large amounts of "big data" that, when successfully analyzed in the cloud, is said to produce new knowledge. This is a new trend that we are sure will open up a new vista to the ASN world. The key is in how the big data are collected and uploaded to a cloud platform, making it feasible for modeling and large-scale analysis with special data handing techniques such as Hadoop. Processing has become rather easy and relatively low cost thanks to the advent and penetration of commercial cloud services. In the near future, many sensors will be installed in various places, generating a constant stream of sensor data. Dealing with such big data is expected to be a typical processing task for ASN. There are many experts in this big data processing field; therefore, we will not go into the details of this topic here.
Spread of Wearable Sensors
Recently, various types of wearable sensors have come onto the market. In particular, wrist-type motion sensors, such as Watashi Move [26] , Jawbone [27] , and Microsoft band [28] , have become very popular. With these sensors, people can monitor their everyday activities without taking any specific conscious action. Some devices are even able to monitor heart rate and/or locations with GPS. The data from these devices are then uploaded onto the cloud of a service provider and the results of analyses conducted are viewed via the user's smartphone. Consequently, healthcare business is receiving much attention as a result of wearable sensors.
Many wearable sensor providers operate their own healthcare portal. Users may constantly check on their health status by periodically consulting a smartphone to see the measured results. In some cases, measured data are only stored on the providers' site and users do not have a chance to retrieve them. In order to facilitate mashing up for further service enhancement, an open data policy, in which the measured data belong to the user in principle and the user has the right to control the data, is essential.
Expectation of Open Hardware
The important objective for ASN is to penetrate devices and applications widely in order to serve our real world society. Recently, Intel released a small computing module with integrated communication functions called Edison [29] . Further, Intel also just announced an even smaller module called Curie [30] that is aimed at the wearables market. The advent of such modules will contribute to ASN penetration.
Application of ASN to Mental Healthcare
As described in Sects. 3 and 5.1, healthcare services with wearable sensors are becoming popular. The main purpose is in essence to maintain good physical health. We believe that maintaining a good mental condition is also important as the next ASN target. For example, the economic loss due to clinical depression is said to be two trillion yen per year in Japan, which amounts to a major damage for the Japanese economy. Even when such a clinical case level is not reached, there are potentially many workers who are getting mentally distressed as a result of stress. Obtaining some form of relief from such stress is for them equally important. With this as our motivation, we have gotten involved in cognitive behavior therapy (CBT), a kind of counseling technique that is effective for depression.
CBT is, in essence, psychotherapy to monitor and modify one's own thoughts and behaviors. In CBT, a patient keeps a record of his/her daily life and analyzes himself/herself, followed by rebuilding of his/her cognition from negative thoughts to more realistic and effective thoughts. It is a pragmatic way of improving the condition of one's mind. Recording the life of a patient using paper is however inefficient. Because it is indeed a life log itself, we have joined the project called Fun to Learn, Act and Think through Technology (FLATT) instituted by Kyoto University and are currently involved in the development of a CBT application called "Kokoro App." ("kokoro" means "mind" in Japanese) [31] for the iPhone (Fig. 5) . The execution of CBTs on PC/smartphones has been experimented abroad. In fact, the results of a trial conducted using volunteer patients confirm that this application may be effective [32] . We are planning to enhance CBT by making use of various types of life log data obtained through wearable sensors [33] .
Conclusion
In this paper, we discussed the core technologies that will provide support for ASN through the years. In particular, we emphasized the importance of the RESTful approach for ensuring global accessibility to sensors and actuators. Further, we discussed several profile-handling technologies for context-aware services and their relationship to LOD. Lastly, we envisaged the trends in ASN, including our current work toward the development of mental healthcare CBT. ASN services are not provided solely by large service providers and OTTs, they are also available for small communities and SMEs, and are even customizable to suit individuals.
ASNs have the tremendous potential to support our life and society as technology matures. The key issue is perhaps who will invest in which ASN area and who will make ASN a big business, which we believe is quite feasible as significant changes will take place within the next decade. In the same manner as many web/network services have become very popular through web technologies over the past 15 years, ASN services in the real world are also expected to become very popular in the near future.
